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Course Description

Computer Forensics and Investigation presents methods to properly conduct a computer forensics investigation, beginning with a discussion of ethics while mapping to the objectives of the International Association of Computer Investigative Specialists (IACIS) certification. Students should have a working knowledge of hardware and operating systems (OSs) to maximize their success on projects and exercises throughout the text. Specific topics covered include: 

· Computer Forensics and Investigations as a Profession

· Understanding Computer Investigations

· The Investigator's Office and Laboratory 

· Current Computer Forensics Tools 

· Processing Crime and Incident Scenes

· Digital Evidence Controls

· Working with Windows and DOS Systems

· Macintosh and Linux Boot Processes and Disk Structures

· Data Acquisition

· Computer Forensic Analysis

· Recovering Image Files 

· Network Forensics

· E-Mail Investigations

· Becoming an Expert Witness and Reporting Results of Investigations 
Pre-Requisites

Instructor Approval, IT 270/276.

Text and References

Phillips, Nelson, Enfinger, Steuart. Guide to Computer Forensics and Investigations. Course Technology Incorporated, 2004, ISBN 0-619-13120-9
Materials

Pen, Paper, Journal (Composition Book), soft 3-ring binder, (2) 3 ½” Floppy Disks

Assessment

Skills Based Hands-On Projects and Mid-Term and Final Exams are graded using the following scale:

93-100   
A

86-92    
B

78-85    
C

70-77

D

0-69

F

Item
Percentage
Comments
Hands-On Projects
80%
technical details, reflections

Mid-Term Exams
10%
Open Book
Final Exam
10%
Open Book
Learning Objectives

Students will be able to

· Understand and demonstrate best practices of Computer Forensics and Investigations professionals.
· Prepare and execute a computer forensics investigation.
· Understand and work with appropriate commands and tools within Windows and DOS disk structures, file systems, and boot sequences .

· Understand and work with appropriate commands and tools within Macintosh and Linux disk structures, file systems, and boot sequences .

· Explore and demonstrate appropriate use of different computer forensics tools.

· Identify, acquire, and analyze digital evidence and process crime and incident scenes.
· Write investigative reports and prepare for expert witness testimonies and depositions.
Attendance and Course Materials – MU Online Web-CT
This is an independent study requiring most communication to occur via e-mail and Web-CT between the instructor and student. All assignments and presentations will be posted via Web-CT.
Class Procedures

Assignments and Mid-term and Final exams will be posted via Web-CT.
Technology Requirements

Each student must make sure his/her student computer account is activated and working properly.  If you don’t have an account or if it is not working properly, it is your responsibility to seek assistance from the University Computer Center located in either Drinko Library or CH 331. Each student will use his or her assigned Web-CT user id and password for accessing MU online. Each student is expected to have access to a pc with a removable hard drive, and be able to install Windows 98 and Linux operating systems.

Contact Instructor

All contact must be made via e-mail or in person or via MU online WebCT. Please make every effort to contact the instructor during scheduled office hours. E-mail is preferred over voice mail.

Important Dates

August 22, Monday – August 26, Friday
Late Registration and Schedule Adjustment

August 29, Monday
Withdrawal Period Begins

September 5, Monday
Labor Day Holiday – University Closed

September 16, Friday
Application for December Graduation Due in Academic Dean’s Office

October 13, Thursday
First Day of 2nd 8 Week Class Meetings
October 28, Friday
Last Day to Drop a Full Semester Individual Course

November 21, Monday – November 26, Saturday
Thanksgiving/Fall Break – Classes Dismissed

November 30, Wednesday – December 6, Tuesday
Dead Week

December 6, Tuesday
Last Day of Regular Class Meetings

December 8, Thursday – December 13, Tuesday
Final Exam Week

	Computer Forensics and Investigation Tentative Class Schedule

	This is an Independent Study Covering 10 Weeks and the Final Exam Week

	Start Date – Due Date 
	Module
	Assessments Due

	September 19 – September 22
	Computer Forensics and Investigations as a Profession 
Understanding Computer Investigations
	Chapter 1

Chapter 2

	September 26 – September 29 
	The Investigator's Office and Laboratory
	Chapter 3

	October 3 – October 6
	Current Computer Forensics Tools
	Chapter 4

	October 10 – October 13
	Processing Crime and Incident Scenes
	Chapter 5

	October 17 – October 20
	Digital Evidence Controls
	Chapter 6

	October 24 – October 27
	Working with Windows and DOS Systems
	Chapter 7 – Mid-Term 

	October 31 – November 3
	Macintosh and Linux Boot Processes and Disk Structures
	Chapter 8 

	November 7 – November 10
	Data Acquisition

Computer Forensic Analysis
	Chapter 9 & 10

	November 14 – November 17
	Recovering Image Files
	Chapter 11

	November 28 – December 1
	Network Forensics

E-Mail Investigations 
	Chapter 12 & 13

	December 5 – December 8
	Becoming an Expert Witness and Reporting Results of Investigations
	Chapter 14

	December 12 – December 15
	Skills Based and Online Exams
	Final Exam


1

